The paper reveals the approach to the regulation of Russian financial institutions, which is aimed at identifying their vulnerabilities to risks and building risk profiles for a set of interrelated risks. In the framework of this approach, the authors outline the concept of the relationship between the vulnerabilities of financial institutions and households to the risks of money laundering and terrorist financing, as well as a methodology for identifying the vulnerabilities of systemically important banks to these risks. As a result of the application of this methodology, three types of risk profiles of Russian banks were identified, their visualization was presented, and the corresponding vulnerability zones were specified. The authors formulated proposals for the mega-regulator of the Russian financial market and for systemically important Russian banks based on the regulation of financial institutions aimed at reducing their vulnerability to risks.
Introduction
Transformation of the system of regulating Russian financial institutions is taking place in response to modern challenges and threats, caused by both the unsustainable devel- of terrorism (AML/CFT), namely: by emphasizing the identification of financial vulnerabilities institutions as an element of risk assessment within the triad "threatvulnerability -consequences". This will allow passing on to a preventive response to threats;
2) taking into account the interrelationships of financial institutions and households, as changes in the population's savings activity and its operations in the financial market significantly affect the stable functioning of financial institutions, including their AML/CFT risks;
3) developing risk profiles of financial institutions for both money laundering and terrorist financing risks, and for other types of financial risks, and introducing monitoring of such risk profiles as a tool for regulating the activities of Russian financial institutions.
The risk-oriented approach has become the mainstream of financial regulation.
However, the practice of its implementation is different depending on the subject of regulation and the scope of application. The risk-oriented approach is treated by the megaregulator of the Russian financial market as identical to proportional regulation, i.e. dividing financial institutions into systemically significant and insignificant ones and establishing separate regulatory regimes for each of the groups. At the same time, it is obvious that in this case the assessment of the risks of financial institutions is replaced by the assessment of systemic significance, which is not the same. After all, within their group, systemically significant financial institutions can differ in the level of risks, which means insufficient effectiveness of the regulatory regime established for the whole group.
On the other hand, within the AML/CFT system, which includes financial institutions as subjects of primary monitoring, the risk-oriented approach relies on the notion of risk as the triad "threat -vulnerability -consequences", from which it follows that risk assessment should be implemented in a comprehensive manner, but the identification of vulnerabilities as a key element of risk creates opportunities for the regulator to reduce risks and take protective measures.
These differences in approaches and risk assessment taken together create the basis for the formation of a regulatory approach that is focused on the vulnerability of with a pawnshop about distorting the appraised value of a thing for cashing in of money resources," and others [2] .
In the banking sector, the following fraudulent schemes are known: "the organization of pseudo-entrepreneurial structures for the purpose of money laundering by means of withdrawing and crediting funds to bank accounts, organizing the cashing of criminally acquired funds abroad" [2] , illegal banking activities [4] .
After the exchange of vulnerabilities with households, financial institutions may become poorly protected before external threats, the impact of which is the realization of the risk of money laundering and terrorist financing.
Materials and methods
To avoid the growth of ML/FT risks, it is necessary to identify vulnerability zones, take measures to protect them or reduce them. In order to identify the vulnerabilities of banks to ML/FT risks, we developed an appropriate methodology, first introduced in [5] .
The idea of the interconnectedness of risks in banking is the basis of the methodol- 
Results
Three types of risk profiles were identified: those with the dominance of two risks;
those with the dominance of one risk; those without a pronounced emphasis on a particular risk based on the results of applying the methodology for identifying vulnerability zones of banks to the risks of money laundering and terrorist financing ( Fig.   1-3 ).
"The type" with the dominance of two risks "includes banks in the profile of which two risks assume a value that is above the average for a group of systemically important banks" [6, p.36] (Fig. 1) . The type "with the dominance of one risk" includes "banks in the profile of which one risk takes a value that is above the average for a group of systemically important banks" [6, p.37] (Fig. 2) .
"The third type includes banks, in the risk profile of which there is no pronounced emphasis on any risk" [6, p.37] (Fig. 3) .
The results of typologization show that "banks that have risk profiles with dominance of one or two risks are vulnerable to the risks of money laundering and terrorist financing" [6, p.38]. 
Discussion
Analysis of risk profiles of Russian banks allows us to conclude on the following vul- 
Conclusion
The approach which is focused on the vulnerability of financial institutions to risks, and its in-depth characterization by the example of the risks of money laundering and terrorist financing, implies a meaningful transformation of the regulation of Russian financial institutions, because it:
• provides a preventive response to threats to the stability of financial institutions and the financial market as a whole;
• relies on the construction of risk profiles as an illustrative, clear and easy-to-use tool for analysis;
• can be used to monitor the risk profiles of systemically important financial institutions;
• is also applicable at the level of the financial market regulator in order to take measures to protect typical vulnerabilities or vulnerable areas for a group of financial institutions, and at the level of individual financial institutions in order to reduce the vulnerabilities existing on an individual basis.
